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British Government Believes ID Cards Help
Security

By Charlis Sorrel August 10, Aiigro7 AN Categories: Law, Security

In politics, vou'd expect the right wing party to be all over

o

compulsory ID, with opposition from the left, right? Not so

in Britain. Yesterday the Labour Government began the
selection process to choose which companies will make the
new privacy-killing national ID card, while in an
unexpectedly lucid moment, right wing Conservative party
spokesman David Davis said "This project will do nothing to
improve our security”. The Conservatives promise to abolish the scheme if they ever
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return to power.
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Opposition party promises to abolish ID scheme if elected


Consumers Resist Retail Biometrics

Written by Bvan Schuman

January 30, 2006

» *
Lo

As assistant director of information
systarns for the $7oo million Figaly
Wiggly grocery chain, Rachel Bolt has

been one of the most vocal proponents

of biometric retail authentication

systems. At Piggly Wiggly, that
systarn—like altmost every other retail
bicrmetric systam being tested today —is

based on fingerprints.

But although Bolt saw initially strong

consurner interest and support for the

tern, that suppert has lately seen a sericus drop.
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Suggestions that support for biometrics for payments may be weakening. One factor is contact less payment cards that don’t require biometrics.


httpz/blackstarnews.com/

GeoSlavery: Big Brother

exempt.
By Nayo doy Sirmmons
September ath, 2007

[Political Pulse]
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Nayo Joy Simmons
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Concerns about employers using biometrics to track attendance. 
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Students use fingerprint scanners to pay for lunch
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Controversies about use of fingerprints in school cafeterias. In this application, parents can lookup records of what their children have been eating.



chicagotribune.com

High technology off menu

After 1 day, Wilmette district's use of pupils' fingerprints to pay for lunches is put on hold because of privacy and legal concerns
By Lisa Black
Tribune staff reporter

September 7,

Shortly after rolling out a new lunch program that allows pupils to pay for hot meals with a 1 of their fingerprint, Wilmette school officials put the system on hold after
learning that a new Ilinois law Limits the uge of biometric information to protect children's

That, and the system didn't worls, perhaps because of grubby fingers or a computer glitch, said officials from Wilmette Elementary School District 39.
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Here is a school cafeteria application that was shutdown after one day after school officials learned it may be against privacy laws, and the system did not work anyway.


FINGER-PRINTING IS OVER THE TOP
Date : 21.08.07
Itis more like a scene out of a sci fi thrller than reaklife practice in

everyday Gloucestershire. Children as young as nine are being
finger-printed. The reason? Links to criminal actiwity™ To gain
access o a high-security area like GCHQY Mo, to take out a schoo

library bookl
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Here the controversy is using fingerprints in a school library.



Iraq's Biometric Database Could Become "Hit
List": Army

Byl

ah Shachtman

August 1g

7115

The U.S. is building on Saddam’s databases to
assemble biometric files and national ID cards for
hundreds of thousands of Iraqis. American military
officials say it's a crucial step towards getting a handle
on who the bad guys are in Iraq. But groups like the
Electronic Privacy Information Center (EPIC) spooked
--in a sectarian civil war, they argue, a biometric
identification can suddenly become a death warrant.

Today, in a blogger's conference call, Lieutenant

Colonel John Velliquette, the biometrics manager in
Iraq for the "Coalition Police Assistance Training

Team, " said he was wortied, too.
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Here the concerns about the use of biometric information being collected in Iraq.



Major Issues

technology-driven rush to deploy
lack of technical and social debates
true value for national security
performance and reliability
universal access

purpose limitation

erosion of privacy

commercial exploitation

covert or involuntary use
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Here is a summary of the major issues that are coming up.


Examining Societal Aspects

e |ISO JTC1/SC37 Biometrics Committee

— Draft Technical Report on Jurisdictional
and Societal Considerations for
Commercial Applications (General &
Specific Technologies and Applications
Parts)

 Privacy Commissioners
e research projects
e various organizations and groups
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Who are examining the societal issues associated with biometrics systems? 


concerns are often not with the biometric
system, but with the back-end processes and
policies

11
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Biometric systems involve much more than gathering the physical or behavioral characteristics.



Acceptability Polls

Citizenship & Immigration Canada, 2003

e 90% don’'t know what “biometrics” mean

— when reminded, 56% recall hearing something on TV, newspapers,
magazines...

80% worried about fraudulent ID documents

85% think adding biometrics will help (better than other measures)
68% support use of biometrics by government to reduce ID fraud
but there are concerns

— 49% think cost will be too high

— 48% worried about privacy

— 46% think that criminals will get around it

— 45% fear the government will misuse it

— 37% think it is contrary to principles of freedom and fairness

80% think biometrics are coming within 10 years

12



TNS-TRUSTe data, 2005

e 71% think criminals will find a way
around biometric ID

« 64% think there is a high potential for
the government to misuse biometric
ID information

« 61% think that biometric ID will reduce
privacy and allow tracking

e 21% "don't trust" the technology

13
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A recent study by TNS/TRUSTe [19] found that a majority of Americans fear that biometric systems will be vulnerable to criminals, misused by the government, and used by the government to track movements. 

TNS/TRUSTe (2005). Consumer attitudes about biometrics in ID documents. URL: http://www.truste.org/pdf/Biometrics_Study.pdf




Deloitte & Touche
survey in 2007 found
Ittle interest In
Registered Traveler
Program, with 75%
citing privacy
concerns
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http://sev.prnewswire.com/travel/20070404/NYW03304042007-1.html
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http://www.byz.org/~rbanks/movableType/webLog/trends/archives/cat_6_business_workspace.html

For example, the BioPay (Pay by Touch) service, which allows patrons of convenience stores to pay for goods by presenting a previously enrolled finger to a fingerprint reader, has been experiencing very rapid growth [10]. 
Prakash, D. (2005). Consumers pay with their finger. Paper presented at the Biometric Consortium Conference, Sept. 19-21, Arlington, VA. URL: http://www.biometrics.org/bc2005/program.htm

Currently has over 4 million users.






BioPay Enrollment
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- data from a recent BioPay presentation at the Biometrics Consortium conference (2005)
- similar rate of growth for transactions

Prakash, D. (2005). Consumers pay with their finger. Paper presented at the Biometric Consortium Conference, Sept. 19-21, Arlington, VA. URL: http://www.biometrics.org/bc2005/program.htm

Currently has over 4 million users.
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Biometric systems are showing up in a wide variety of contexts, meaning places, applications, authorities, importance, etc.



context
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The likely factor that explains the discrepancy in acceptance is context, meaning the identity, place, time, and activity that is associated with using the biometric system. Thus, the acceptance of biometrics in a commercial context will likely be quite different from acceptance for border control or other government applications. 


Micro-Study of Context

Rosa Heckle (UMBC)
with
Andrew Patrick (NRC)
and
Ant Ozok (UMBC)
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A recent study by a graduate student looked at different contexts on a micro scale.
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People asked to role-play using fingerprint biometrics to register with an online bookstore.


Tasks

« Task 1. Order a book for a project at your office.

You will use the corporate account to purchase
the book.

« Task 2: Order a book for a project at your office.

You will need to use your personal credit card to
purchase the book, and the company will
reimburse you for It.

* Task 3: Order a book for your private collection.
You will need to use your personal credit card to
purchase the book.

21
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3 different tasks were used to manipulate the personal involvement with the purchases.



Company/ Company/ Personal/

Corporate Personal Personal
Beneficial 67% 21% 88%
Comfortable  25% 25% 46%
Prefer ID/Pass 58% 46% 33%
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These findings indicate that the perceived benefits, levels of comfort, and acceptance of biometrics did fluctuate depending on the context. It is clear that people take into account the type of information they are sharing when they decide if a biometric system would be useful and acceptable to them.

Participants were also asked why they might prefer to use a biometric system when making an online purchase. The most frequent response was that the system would be easier to use than a traditional username and password (60% of responses). Only 35% of the participants said they would prefer to use a biometric system because of an increase in security.


culture

23
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Culture is also a large contextual factor…



Cultural Differences
FTES YRS

e attitudes towards
technology

e attitudes towards
authority

e clothes, ornaments,
and traditions

24
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For example a biometric system that relies on facial recognition could be in disharmony with a culture in which the normative behaviour is to wear a veil or head scarves. A biometric system that is 
negatively influenced by cultural or socially related body ornamentation (e.g., make-up, tattoos, jewels, clothing or facial hair) may not be practical or highly acceptable. 

Current issue in Quebec about women wearing niqabs or burkas being required to show their faces to vote. 

The new rules give electors wearing niqabs or burkas various options for providing identification: a government-issued ID, two original pieces of identification or a measure of proof such as a personal reference from another voter registered in the same district.
A veiled voter who presents only one piece of government identification will have to show her face to confirm her identity to vote, Enright said.

The TNS/TRUSTe study [19] looked at differences between Americans and Canadians and found that Canadians were somewhat more supportive of biometrics being included in passports than Americans (85% versus 79% when measuring both strong and weak support). On the other hand, Americans were somewhat more supportive of biometrics being used for commercial purposes (e.g., 28% versus 18% for use in loyalty cards). These cross cultural studies have been very limited, and it is not clear how cultural factors might affect a biometric deployment.





Article published Aug 8, 200

Workers claim 'mark of beast' in time-keeping, file protests on city ID system
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Some groups have raised religious concerns about the use of biometrics.


privacy
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* deployments likely covered by provincial and/or federal privacy legislation
* privacy impact assessments would be required
* some tools and guidelines are emerging
* bioprivacy.org
* Ontario Privacy Commissioner recommendations for possible Toronto anti double-dipping deployment 
* require: encryption, single use, no match to latents, strict access controls, separate storage of personal information
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Clip from the film Minority Report, starring Tom Cruise



Patent Application Publication Dec. 7, 2006 Sheet 1 of 2 US 2006/0274919 Al
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Sarnoff patent application for iris biometric information from moving subject
similar to Minority Report
array of cameras that capture multiple images until at least one good one is obtained
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impulsiveness and approachability

Researchers have conducted a study looking at certain structural patterns in the iris and self-report personality characteristics. Prior research has shown that genetic differences may influence both brain and iris development, so a correlation between iris appearance and behavior is possible. Although the correlations found in this study were small, they do appear to be consistent and specifically related to some iris characteristics but not others. An analysis of effect size showed that the personality differences were “much larger than, for example, women’s tendency to be more emotional than men.”
 The implication for iris-based authentication mechanisms is interesting. If iris characteristics are possibly related to personality, then privacy concerns about who gets to capture, examine, and store iris images become more important. What might a government agency or an insurance company due with information that someone possesses personality characteristics (and perhaps genetic markers) related to approachability or impulsiveness?
How irises ‘reveal personalities’
The team, led by Dr Matt Larsson a behavioural scientist, said: “These findings support the notion that people with different iris configurations tend to develop along different trajectories in regards to personality. “Differences in the iris can be used as a biomarker that reflects differences between people.”
The article is available at
ScienceDirect


Ontario Privacy Commissioner on
Biometrics for Welfare Fraud

encrypted storage

restricted use

reconstruction impossible

match to latents impossible
fingerprint cannot identify individual
strict access controls

warrant or court order for access by external
agencies

benefits data (e.g., amounts) separated from
personal identifiers

30
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In addition, the Ontario Privacy Commissioner looked at a biometric deployment scenario when Toronto proposed an anti double-dipping scheme [4]. They required that such a system have the following characteristics:
requiring the biometric, in this case, the finger scan, to be encrypted;
restricting the use of the encrypted finger scan only to authentication of eligibility, thereby ensuring that it is not used as an instrument of social control or surveillance;
ensuring that an identifiable fingerprint cannot be reconstructed from an encrypted finger scan stored in the database;
ensuring that a latent fingerprint (i.e., picked up from a crime scene) cannot be matched to an encrypted finger scan stored in a database;
ensuring that an encrypted finger scan cannot itself be used to serve as a unique identifier;
ensuring that an encrypted finger scan alone cannot be used to identify an individual (i.e., in the same manner as a fingerprint can be used);
ensuring that strict controls are in place as to who may access the biometric information and for what purpose;
requiring the production of a warrant or court order prior to granting access to external agencies such as the police or government departments;
ensuring that any benefits data (i.e., personal information such as history of payments made, etc.) are stored separately from personal identifiers such as name, date of birth, etc.


Privacy Commissioner of Canada on
LSAT and Fingerprints

thumbprints collected during LSAT testing to deter
fraudulent test taking

analog prints saved and could be compared with
previous test takers later

LSAC admitted that this has never happened in
practice

LSAT testing found to be a commercial activity and
subject to Canada’s
privacy laws

31
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Recent preliminary ruling from Canada’s privacy commissioner concerning use of fingerprints during LSAT testing.



LSAT Four-Point Test

Is the measure demonstrably necessary to meet a
specific need?

— lack of evidence for widespread fraud

— photo ID is sufficient

Is it likely to be effective in meeting that need?

— no evidence of deterrence effect
— no actual use to detect fraud

Is the loss of privacy proportional to the benefit gained?
— not public safety or national security
— collection with no future use

— fingerprints could be accessible to law enforcement (in USA and
Canada)

Is there a less privacy-invasive way of achieving the
same end?
— photo ID is sufficient

32
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Commissioner applied a 4-point test when considering the use of fingerprints. Preliminary ruling was that LSAC should stop collecting fingerprints, and they have complied in Canada.



Biometrics Can Enhance Privacy

protecting personal data (e.g., laptop
encryption)

proving entitlement without revealing
Identity (e.g., anonymous fingerprint in
the members database)

33
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… but, biometrics can be a useful tool for protecting privacy.



Ontario Privacy Commissioner
and Biometric Encryption

Biometric Encryption technology not
only holds the promise of superior
privacy and personal control for
individuals over their own biometric data,
but also stronger information security
and greater user confidence and trust in
biometric identification systems.

34
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Ontario commissioner has recently released a white paper describing her interest in biometric encryption as a tool for doing reliable identification while protecting privacy.



Privacy Protection Principles

e transparency

e consent

e Opt-in

e purpose limitation

» collection limitation
e retention limitation
e system performance

access rights

data protection
auditing

transfer limitation
automated decisions
accountability

data accuracy
anonymization

35
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from ISO Draft Technical Report


accessibility

36



Accessibility Requirements

absence of body parts or behavioral feature
unusable parts or features

lack of bodily control (e.g., tremor, speech
Impediment)

changes over time

physical access to device

cognitive impairments

avoliding timeouts

over/under sized parts (e.g., children)

37
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Access often required by legislation: 
Many countries have adopted inclusive policies and enforced them with legislation (e.g. the USA’s Americans 
with Disabilities Act of 1990 [2]). Standards and Workshop Agreements on Design for All [3] are being 
developed at European and international level. ISO/IEC Guide 71 Guidelines for standards developers to 
address the needs of older persons and persons with disabilities [4] gives an overview on the possible 
impairments of subjects and helps to address their problems when standardizing and/or implementing 
systems. The United Nations Standard Rules on Equal Opportunity for Persons with Disabilities [5] provides 
guidelines on the enhancement of  participation opportunities for people  with disabilities in education, 
employment, social security, culture, recreation, transport and accessibility to  the built environment and 
information. In Japan, the domestic standard (JIS X8341) with regard to the accessibility, was established in 
May 2004. Biometrics is described in the standard. 


Legal Issues

US Fourth Amendment protections based on reasonable
expectations of privacy

but do expectations of privacy apply to
biometrics?

gathering fingerprints, iris, & retina characteristics likely
protected, for now

— this may be acceptable if there is a reasonable suspicion of
criminal activity and fingerprints would help investigation

behavioral characteristics (voice, gait) have not been
protected

tests of reasonableness will change as biometrics are
adopted, and will probably be related to measures of
common use and invasiveness

different criteria in cases of national security
38
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See: Lauren D. Adkins, Biometrics: Weighing Convenience and National Security Against Your Privacy, 
13 Mich. Telecomm. Tech. L. Rev. 541 (2007), 
available at http://www.mttlr.org/volthirteen/adkins.pdf 
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